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Moonwalk AWS S3 Supplementary 
Deployment Guide 
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1 Introduction 
This guide is provided as a supplement to the Moonwalk Administration Guide to further describe 

considerations relevant to Moonwalk deployment in an environment incorporating Amazon S3. 

1.1 Typical Deployment 
The diagram below shows the various components of a Moonwalk deployment, including Moonwalk 

Gateway Agents configured to provide access to Amazon S3. 

 

Multiple such Gateways may be deployed as necessitated by your network topology. Different 

credentials and configuration may be provided at each Gateway. 

Assuming that a basic Moonwalk system has already been created and licensed and that new Windows 

Servers have been provisioned on which to perform the installation, an S3 Gateway may be added to 

your system in around 30-60 minutes. 

1.2 Required Skills 
Administrators installing and operating Moonwalk with AWS S3 should already be familiar with: 
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• AWS S3 and IAM 

• TLS Certificates 

• Basic network security 

• Active Directory 

• Time synchronization (e.g. NTP) 

• The operation of an storage devices, services or filesystem which will be used within the 

Moonwalk deployment 

• The Moonwalk Administration Guide (https://www.moonwalkinc.com/documentation/)  

2 Preparation – IAM and Security 
Prior to deploying the Moonwalk Gateway Agent, you should first create a suitable IAM User for the 

exclusive use of the Gateway Agent. 

DO NOT use your AWS Account’s root credentials for this purpose. 

Attach an IAM Policy to the new IAM User to allow access to the desired S3 buckets contents. 

As always, it is recommended to follow the principle of least privilege. The following example work 

through several simple scenarios that come up in real use cases. These may be combined as necessary 

to provide the appropriate least-privilege access to each of your datasets. Please also refer to the AWS 

IAM documentation – in particular, the following page: https://docs.aws.amazon.com/service-

authorization/latest/reference/reference_policies_actions-resources-contextkeys.html 

2.1 IAM Policy Examples 
To provide access for all Moonwalk operations for any bucket whose name begins with 

‘moonwalkdata-’ (useful if it is intended to create a number of buckets for migration destinations that 

will be identified by a common prefix), use a policy such as the following: 

{ 

    "Version": "2012-10-17", 

    "Statement": [ 

        { 

            "Effect": "Allow", 

            "Action": [ 

                "s3:ListAllMyBuckets" 

            ], 

            "Resource": "*" 

        }, 

        { 

            "Effect": "Allow", 

            "Action": [ 

                "s3:AbortMultipartUpload", 

                "s3:CreateBucket", 

                "s3:DeleteBucket", 

                "s3:DeleteObject", 

                "s3:GetAccelerateConfiguration", 

                "s3:GetBucketLocation", 

                "s3:GetBucketVersioning", 

                "s3:GetObject", 

                "s3:GetObjectAttributes", 

                "s3:GetObjectVersion", 

                "s3:GetObjectVersionAttributes", 

                "s3:ListBucket", 

                "s3:ListBucketMultipartUploads", 

                "s3:ListBucketVersions", 

                "s3:ListMultipartUploadParts", 

                "s3:PutAccelerateConfiguration", 

                "s3:PutObject", 

                "s3:RestoreObject" 

https://www.moonwalkinc.com/documentation/
https://docs.aws.amazon.com/service-authorization/latest/reference/reference_policies_actions-resources-contextkeys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/reference_policies_actions-resources-contextkeys.html
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            ], 

            "Resource": "arn:aws:s3:::moonwalkdata-*" 

        } 

    ] 

} 

 

To additionally provide access for ‘myotherbucket’, replace the resource line at the bottom with: 

            "Resource": [ 

                         "arn:aws:s3:::moonwalkdata-*", 

                         "arn:aws:s3:::myotherbucket", 

                         "arn:aws:s3:::myotherbucket/*" 

                        ] 

 

NOTE: this is not the same as allowing "arn:aws:s3:::myotherbucket*", since this would also permit 

access to, e.g., bucket myotherbucket-private. 

Or to provide more limited access (when the full range of Moonwalk’s functionality is not required on 

a particular bucket), Actions may be removed. For example, for read-only access to buckets, the 

following Actions list may be used instead: 

            "Action": [ 

                "s3:GetAccelerateConfiguration", 

                "s3:GetBucketLocation", 

                "s3:GetBucketVersioning", 

                "s3:GetObject", 

                "s3:GetObjectAttributes", 

                "s3:GetObjectVersion", 

                "s3:GetObjectVersionAttributes", 

                "s3:ListBucket", 

                "s3:ListBucketVersions" 

            ], 

 

Sometimes it is desirable to restrict access to only part of a bucket (e.g. ‘mybucket’) with a given prefix 

(e.g. ‘my/key/prefix/’). This requires that bucket-level actions, object-level actions and listing be 

treated separately as shown below. Note the use of the “s3:prefix” check to prevent listing in the 

remainder of the bucket (in which we do not intend to authorize any operations). 

{ 

    "Version": "2012-10-17", 

    "Statement": [ 

        { 

            "Effect": "Allow", 

            "Action": [ 

                "s3:ListAllMyBuckets" 

            ], 

            "Resource": "*" 

        }, 

        { 

            "Effect": "Allow", 

            "Action": [ 

                "s3:GetAccelerateConfiguration", 

                "s3:GetBucketLocation", 

                "s3:GetBucketVersioning" 

            ], 

            "Resource": "arn:aws:s3:::mybucket" 

        }, 

        { 

            "Effect": "Allow", 

            "Action": [ 

                "s3:AbortMultipartUpload", 
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                "s3:DeleteObject", 

                "s3:GetObject", 

                "s3:GetObjectAttributes", 

                "s3:GetObjectVersion", 

                "s3:GetObjectVersionAttributes", 

                "s3:ListMultipartUploadParts", 

                "s3:PutObject", 

                "s3:RestoreObject" 

            ], 

            "Resource": "arn:aws:s3:::mybucket/my/key/prefix/*" 

        }, 

        { 

            "Effect": "Allow", 

            "Action": [ 

                "s3:ListBucket", 

                "s3:ListBucketVersions" 

            ], 

            "Resource": "arn:aws:s3:::mybucket", 

            "Condition": { 

                "StringLike": { 

                    "s3:prefix": "my/key/prefix/*"  

                } 

            } 

        } 

    ] 

} 

 

Note the use of “StringLike” and the wildcard for s3:prefix – this is necessary to allow listing both at 

the specified point and at any point under it. Without the wildcard, tasks may fail unexpectedly. 

3 AWS Costs 
AWS Costs will be incurred by the use of the S3 service. Care should be taken when configuring the 

product to select the appropriate Storage Class for use with each dataset as costs may vary 

considerably depending on your usage patterns. 

Keep in mind that files that are migrated to S3 (e.g. using a Moonwalk Migrate or Link-Migrate policy) 

are stored using a data object and a metadata object and that this should be taken into account when 

estimating request costs. This does not apply to non-migration policies (such as Copy and Ingest). 

Additional costs will be incurred if the Transfer Acceleration feature is used to accelerate data upload. 

Care should be taken to understand the cost/performance trade-offs applicable to your usage 

patterns. 

Additional costs are also incurred by the use of Moonwalk’s Restore S3 Archive policy to retrieve data 

from S3 Glacier Flexible Retrieval and S3 Glacier Deep Archive storage classes. Policy options 

permit the user to trade off speed against cost. In the case of S3 Glacier Flexible Retrieval, it is 

also important to consider whether ‘Provisioned Capacity Units’ should also be purchased. 

Note that while understanding AWS pricing is ultimately your responsibility as a customer, please feel 

free to contact your Moonwalk representative if you require assistance. 

For current pricing information, consult AWS documentation directly: 

 https://aws.amazon.com/s3/pricing/ 

https://aws.amazon.com/s3/pricing/
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4 Moonwalk Costs 
Moonwalk is typically licensed by migration capacity – refer to your contract or contact your sales 

representative for details specific to your account. However, note that Moonwalk licensing options do 

not affect the costs of the consumed AWS resources. 

5 Monitoring and Maintenance 

5.1 Monitoring 
Moonwalk provides a number of mechanisms to monitor the state of the application and progress of 

its policies. 

• AdminCenter Dashboard – go here for an: 

o overview of system status, notifications, warnings 

o graphs of system activity 

o running task information (including links to logs) 

o task history information (including links to logs) 

• AdminCenter Servers page – provides detailed per-server operations graphs and cluster / 

node status information 

• Agent logs – log files available on each Agent node provide detailed diagnostic and activity 

information (refer to the Troubleshooting appendix of the Administration Guide for detailed 

information regarding error message format) 

• Event Viewer – Agents may also log serious issues as Windows Events 

• Syslog – optionally, syslog can be configured to relay some or all of the Agent log 

information to a centralized syslog server  

5.2 Access Key Rotation 
When AWS IAM access keys are rotated, these may be updated in the Moonwalk AdminCenter as 

follows: 

1. Add a new Access Key to the relevant IAM User in AWS using your preferred method 

2. Login to the AdminCenter web interface 

3. Navigate to the Servers page 

4. Select the server whose Access Key is to be updated 

5. Click the CONFIGURE icon in the top righthand corner 

6. Navigate to Enable Plugins » Amazon S3 

7. Click the EDIT icon next to the existing account 

8. Enter the new Access Key ID and Secret Key 

9. Click Save and exit the wizard using the ← buttons 

10. You will be prompted to restart – restart the nodes as directed to apply the updated 

configuration 

11. Disable and remove the old Access Key from the IAM User in AWS 

6 Configuration Storage 
Configuration is stored under C:\Program Files\Moonwalk\data on both Moonwalk AdminCenter and 

Agent servers. Credentials and encryption keys are encrypted at rest. It should be necessary to access 

files in this location, except through the software itself. Do not modify the ACL on this folder. 
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7 Support 
Refer to the Troubleshooting appendix of the Administration Guide prior to contacting support. The 

following Support Tiers are generally available, however, please consult your current support 

agreement regarding your specific entitlements. 

Tier Access and SLA 

Bronze Support Portal access with guaranteed response time within 1 business day 

Silver Support Portal access with guaranteed response time within 4 business hours 

Gold Dedicated Telephone and Support Portal access with guaranteed response time within 
2 business hours 

 

Support Portal: https://servicedesk.moonwalkinc.com/  

https://servicedesk.moonwalkinc.com/

